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	STATE
	BREACHES OF PHI

	Alaska
	Alaska Stat. Ann. § 18.23.310 (West):

(c) The department shall establish procedures for a patient who is the subject of a health record contained in the system…

 (3) to be notified of a violation of the confidentiality provisions required under this section;



	Alabama(
	n/a

	Arizona
	Ariz. Rev. Stat. Ann. § 36-3802:

A. A health information organization must provide the following rights to individuals:…

5. To be notified, pursuant to § 44-7501 and 45 Code of Federal Regulations part 164, subpart D, of a breach at the health information organization that affects the individual's individually identifiable health information.



	Arkansas
	Silent

	California
	Cal. Code Regs. tit. 22, § 126040:

(c) All unauthorized electronic disclosures or access of individual health information shall be reported by the Demonstration Project Participant to CalOHII within thirty (30) business days of the detection of the unauthorized access or disclosure. Good faith acquisition of IHI by an employee or agent within the course of coordinating care or delivering treatment services, provided that IHI is not used or subject to further unauthorized disclosure do not need to be reported. A report to CalOHII under this provision does not relieve the Demonstration Project Participant from any requirement under any local, state, or federal law.



	Colorado(
	n/a

	Connecticut
	Silent

	Delaware
	Silent

	Florida
	Silent

	Georgia(
	n/a

	Hawaii(
	2011 HI H.B. 1957 (NS), 2011 Hawaii House Bill No. 1957, Hawaii Twenty-Sixth Legislature - Regular Session of 2012 (NOT ENACTED):

§ -4 Relationship to other laws. (a) Nothing in this chapter shall be construed to:…

(7) Limit or otherwise affect any state law or rules requiring notification of other security or privacy breaches.



	Idaho(
	n/a

	Illinois
	Silent

	Indiana
	Silent

	Iowa
	Iowa Code Ann. § 135.156E (West):

6. The department and all persons using the Iowa health information network are individually responsible for following breach notification policies as provided by the Health Insurance Portability and Accountability Act.



	Kansas 
	Silent

	Kentucky(
	n/a

	Louisiana(
	n/a

	Maine
	Me. Rev. Stat. tit. 22, § 1711-C:

L. A state-designated statewide health information exchange shall meet or exceed all applicable federal laws and regulations pertaining to privacy, security and breach notification regarding personally identifiable protected health information, as defined in 45 Code of Federal Regulations, Part 160. If a breach occurs, the state-designated statewide health information exchange shall arrange with its participants for notification of each individual whose protected health information has been, or is reasonably believed by the exchange to have been, breached. For purposes of this paragraph, “breach” has the same meaning as in 45 Code of Federal Regulations, Part 164, as amended.

	Maryland (regulations TBD)
	Silent

	Massachusetts
	MA ST 118I § 12:

In the event of an unauthorized access to or disclosure of individually identifiable patient health information by or through the statewide health information exchange or by or through any technology grantees or implementing organizations funded in whole or in part from the e-Health Institute Fund established in section 6E of chapter 40J or the Massachusetts Health Information Exchange Fund established in section 10, the operator of such exchange or grantee or contractor shall: (i) report the conditions of such unauthorized access or disclosure as required by the executive office; and (ii) provide notice, as defined in section 1 of chapter 93H, as soon as practicable, but not later than 10 business days after such unauthorized access or disclosure, to any person whose patient health information may have been compromised as a result of such unauthorized access or disclosure, and shall report the conditions of such unauthorized access or disclosure. Any unauthorized access or disclosures shall be punishable by the civil penalties under section 16.





	Michigan
	Silent

	Minnesota
	Silent

	Mississippi
	Silent

	Missouri(
	n/a

	Montana(
	Silent

	Nebraska(
	n/a

	Nevada
	Nev. Rev. Stat. Ann. § 439.589 (West):

1. The Director shall by regulation prescribe standards:…

(f) For notifying a patient if the confidentiality of information contained in an electronic health record of the patient is breached.

Nev. Rev. Stat. Ann. § 439.591 (West):

2. A patient must be notified in the manner prescribed by the Director of any breach of the confidentiality of electronic health records of the patient or a health information exchange.

	New Hampshire
	Silent

	New Jersey(
	n/a

	New Mexico
	Silent

	New York(
	n/a

	North Carolina
	Silent

	North Dakota(
	n/a

	Ohio
	Ohio Rev. Code Ann. § 3798.14 (West):

(A) The director of job and family services, in consultation with the office of health transformation, shall adopt rules in accordance with Chapter 119. of the Revised Code for the purpose of establishing standards the director must use to approve health information exchanges operating in this state. The rules shall not be adopted until the earlier of sixty days following the adoption of a federal certification process for health information exchanges by the office of the national coordinator for health information technology in the United States department of health and human services or January 1, 2013. Subject to division (B) of this section, the rules may include standards and procedures to be followed by a health information exchange regarding the following:…

   (5) Implementation of security breach notification procedures.



	Oklahoma
	Silent

	Oregon ( (proposed only)
	n/a

	Pennsylvania
	Silent

	Rhode Island
	R.I. Gen. Laws Ann. § 5-37.7-10 (West):

Pursuant to this chapter, a patient participant who has his or her confidential health care information transferred through the HIE shall have the following rights:…

   (3) To be notified as required by chapter 49.2 of title 11, the Rhode Island identity theft protection act, of a breach of the security system of the HIE;



	South Carolina 
	Silent

	South Dakota(
	n/a

	Tennessee (
	n/a

	Texas(
	Silent

	Utah(
	n/a

	Vermont(
	n/a

	Virginia (
	n/a

	Washington(
	n/a

	West Virginia
	Silent

	Wisconsin
	Silent

	Wyoming(
	n/a
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