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How it Started 
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Online Tracking Technologies

Online tracking technologies enabled by hospitals, 
health care providers etc. to collect and analyze 
information about user behavior and improve website 
functionality.

Google -- Google Analytics
FaceBook/Meta -- Meta Pixel
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Mass General Brigham & Dana-Farber Cancer 
Institute 18.4 Million Settlement
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The “Markup” Expose’ 

Credit: T. Feathers et al., “Facebook Is Receiving Sensitive Medical Information from Hospital Websites,” The Markup (June 16, 2022), 

https://themarkup.org/pixel-hunt/2022/06/16/facebook-is-receiving-sensitive-medical-information-from-hospital-website 

https://themarkup.org/pixel-hunt/2022/06/16/facebook-is-receiving-sensitive-medical-information-from-hospital-website
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MetaPixel found on 
33 of Newsweek Top 100 Hospitals
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Source: Newsweek, The Markup
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“Meta Pixel collects Sensitive PHI”

Credit: T. Feathers et al., “Facebook Is Receiving Sensitive Medical Information from Hospital Websites,” The Markup (June 16 , 2022), https://themarkup.org/pixel-hunt/2022/06/16/facebook-is-receiving-sensitive-medical-information-from-hospital-website 

https://themarkup.org/pixel-hunt/2022/06/16/facebook-is-receiving-sensitive-medical-information-from-hospital-website
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Meta Pixel on Scheduling Pages
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Meta Pixel on Patient Portals



How it’s Going
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The Fallout . . . 

▪ Breach Notices

▪ Class Action Lawsuits

▪ OCR Guidance

▪ OCR Investigations
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The Fallout:  Breach Notices
Healthcare Providers begin notifying patients regarding use of tracking technologies:

https://wakemed.org/about-us/news-and-media/wakemed-news-releases/wakemed-notifies-

patients-of-potential-data-privacy-incident 

https://wakemed.org/about-us/news-and-media/wakemed-news-releases/wakemed-notifies-patients-of-potential-data-privacy-incident
https://wakemed.org/about-us/news-and-media/wakemed-news-releases/wakemed-notifies-patients-of-potential-data-privacy-incident
https://wakemed.org/about-us/news-and-media/wakemed-news-releases/wakemed-notifies-patients-of-potential-data-privacy-incident
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The Fallout:  Class Action Lawsuits
www.beckershospitalreview.com/healthcare-information-technology/9-hospitals-health-systems-facing-lawsuits-for-healthcare-data-sharing.html
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December 2022 OCR Guidance
www.hhs.gov/hipaa/for-professionals/privacy/guidance/hipaa-online-tracking/index.html 

http://www.hhs.gov/hipaa/for-professionals/privacy/guidance/hipaa-online-tracking/index.html
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“Tracking Technology”

OCR generally describes online tracking technology 
as “a script or a code on a website or a mobile app 
used to gather information about users as they 
interact with the website or mobile app.” 

▪ Cookies
▪ Tracking Pixels
▪ Web beacons
▪ Session replay scripts
▪ Fingerprinting scripts
▪ Mobile Apps include/embed tracking code within           

the App to enable the app to collect information 
directly provided by the user e.g., device ID or 
advertising ID

Google Analytics and Meta Pixel (for Facebook) are two examples of widely-used tracking technologies. 
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Three Buckets

1. User-authenticated webpages

2. Unauthenticated webpages

3. Mobile Apps
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User-authenticated webpages

▪ Require a user to log in before they 
are even able to access the webpage

▪ Examples: Patient portals and 
telehealth platforms 

▪ If enabled, likely to have access to 
specific PHI
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Unauthenticated webpages

▪ Do not require users to log in to access the webpage

▪ Webpages with general information (i.e., services) 

▪ Although these webpages typically do not include access 
to individuals’ PHI, OCR also highlights exceptions:

▪ Permits a user to enter information, such as 
demographic info, scheduling info, registration info etc.;

▪ Addresses specific symptoms or health conditions, such 
as pregnancy or miscarriage;

▪ Permits individuals to search for doctors or schedule 
appointments without entering log-in credentials.
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Mobile Applications

Mobile apps that are not “offered by 
or on behalf of” a regulated entity 
(i.e., ones that individuals use to 
request and download their own 
information from a regulated entity) 
would not be subject to HIPAA.
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OCR’s Interpretation of “PHI”

“Individually identifiable health information (IIHI) that the 
individual provides when they use regulated entities’ 
websites or mobile apps . . . might include an individual’s 
medical record number, home or email address, or dates of 
appointments, as well as an individual’s IP 
address or geographic location, medical device IDs, or any 
unique identifying code.

All such IIHI collected on a regulated entity’s website or 
mobile app generally is PHI, even if the individual does not 
have an existing relationship with the regulated entity and 
even if the IIHI, such as IP address or geographic location, 
does not include specific treatment or billing information like 
dates and types of health care services.”



Wait … What??!!
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“Protected Health Information”

▪ Individually identifiable health information that 
is transmitted by or maintained in electronic 
media, or transmitted or maintained in any other 
form or medium.

▪ Excludes
‒ FERPA

‒ Records in 20 USC 1232g(a)(4)(B)(iv)

‒ Employment records held by a covered entity in its role 
as employer

‒ PHI about a person who has been deceased for more 
than 50 years
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“Electronic Media”

▪ Electronic storage material on which data is or may be recorded 
electronically, including, for example, devices in computers (hard 
drives) and any removable/transportable digital memory medium, 
such as magnetic tape or disk, optical disk, or digital memory card;

▪ Transmission media used to exchange information already in 
electronic storage media. Transmission media include, for example, 
the Internet, extranet or intranet, leased lines, dial-up lines, private 
networks, and the physical movement of removable/transportable 
electronic storage media.

• CONDUIT EXCEPTION:  Certain transmissions, including of paper, via facsimile, and of 
voice, via telephone, are not considered to be transmissions via electronic media if the 
information being exchanged did not exist in electronic form immediately before the 
transmission.
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“Individually Identifiable Health Information”

A subset of health information, including demographic 
information, collected from an individual, and
▪ Is created or received by a health care provider, health plan, employer, or 

health care clearinghouse; and

▪ Relates to the past, present, or future physical or mental health or 

condition of an individual OR the provision of health care to an individual 

OR the past, present, or future payment for the provision of health care to an 

individual; and

  

▪ That identifies the individual; or

▪ With respect to which there is a reasonable basis to believe the information 
can be used to identify the individual.
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“Health Information”

Means any information, including genetic information, 
whether oral or recorded in any form or medium, that:

(1) Is created or received by a health care 

provider, health plan, public health authority, employer, 
life insurer, school or university, or health care 
clearinghouse; and

(2) Relates to the past, present, or future physical or 
mental health or condition of an individual; the provision 
of health care to an individual; or the past, present, or 
future payment for the provision of health care to an 
individual. 
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Incidental Disclosures

Covered Entity is permitted to use or disclose PHI as 
follows:

▪ To the Individual; 

▪ TPO (in accordance with 164.506)

▪ Incident to a use or disclosure otherwise 

permitted or required by the Privacy Rule, provided that 
the CE has complied with the applicable requirements of 
Minimum Necessary and has in place “appropriate 
administrative, technical and physical Safeguards to 
protect the privacy of PHI with respect to such otherwise 
permitted or required use or disclosure;   [. . .]                                                                                                       

https://www.law.cornell.edu/definitions/index.php?width=840&height=800&iframe=true&def_id=a7df3745b9542d7c0f61426ea5f978d4&term_occur=999&term_src=Title:45:Chapter:A:Subchapter:C:Part:164:Subpart:E:164.502
https://www.law.cornell.edu/definitions/index.php?width=840&height=800&iframe=true&def_id=076b99cf91351f84634847c70a060303&term_occur=999&term_src=Title:45:Chapter:A:Subchapter:C:Part:164:Subpart:E:164.502
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Deidentification “Safe Harbor”
45 CFR 164.514(b)(2): the following identifiers of the individual  & individual’s 

relatives, employers or household members, must be removed: 

▪ Names; 
▪ All geographic subdivisions smaller than a State, 

including street address, city, county, precinct, 
zip code, and equivalent geocodes, except for the 
initial three digits of a zip code if, according to 
the current publicly available data from Census:  
(i) geographic unit formed by combining all zip 
codes with the same three initial digits contains 
more than 20,000 people; & (ii) The initial three 
digits of a zip code for all such geographic units 
containing 20,000 or fewer people is changed to 
000. 

▪ All elements of dates (except year) for dates 
directly related to an individual, including birth 
date, admission date, discharge date, date of 
death; and all ages over 89 and all elements of 
dates (including year) indicative of such age, 
except that such ages and elements may be 
aggregated into a single category of age 90 or 
older; 

▪ Telephone numbers; 
▪ Fax numbers; 
▪ Electronic mail addresses; 
▪ Social security numbers; 
▪ Medical record numbers; 
▪ Health plan beneficiary numbers; 
▪ Account numbers; 
▪ Certificate/license numbers; 
▪ Vehicle identifiers and serial numbers, 

including license plate numbers; 
▪ Device identifiers and serial numbers; 
▪ Web Universal Resource Locators (URLs); 
▪ Internet Protocol (IP) address numbers; 
▪ Biometric identifiers, including finger and 

voice prints; 
▪ Full face photographic images and any 

comparable images; and 
▪ Any other unique identifying number, 

characteristic, or code (except as 
permitted by paragraph (c))
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Expert Method
45 CFR 164.514(b)(1)

Analysis and certification by an expert as follows: 

▪ Must be performed by a person (the Expert) with appropriate 
knowledge of & experience with generally accepted statistical and 
scientific principles & methods for rendering information not 
individually identifiable;

▪ The Expert must apply such principles & methods and determines 

that the risk is very small that the info could be used, 

alone or in combination with other reasonably available info, by an 
anticipated recipient to identify an individual who is a subject of the 
information; and

▪ The Expert documents the methods and results of the analysis that 
justifies such determination.
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Glimpse of 
HIPAA 
Present

This Photo by Unknown Author is licensed under CC BY

HHS Interpretation = a Slippery Slope

NJ071923EDU

https://fabiusmaximus.com/2018/12/06/america-social-evolution/
https://creativecommons.org/licenses/by/3.0/


OCR Investigations
are Underway
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OCR Information Request



Moving Forward
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AHA Pushes Back
www.aha.org/lettercomment/2023-05-22-aha-letter-ocr-hipaa-privacy-rule-online-tracking-guidance 

http://www.aha.org/lettercomment/2023-05-22-aha-letter-ocr-hipaa-privacy-rule-online-tracking-guidance
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FTC Chimes In
www.ftc.gov/policy/advocacy-research/tech-at-ftc/2023/03/lurking-beneath-surface-hidden-impacts-pixel-tracking 

http://www.ftc.gov/policy/advocacy-research/tech-at-ftc/2023/03/lurking-beneath-surface-hidden-impacts-pixel-tracking
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FTC Enforcement
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Checklist: Identify & Evaluate

 Identify any/all third-party data tracking technology vendor(s)/suppliers.

 Identify all applications or platforms (e.g., EHR, web-based patient portals, websites, social media 
pages, mobile apps) where third-party data tracking technology is enabled.  

 Identify what specific data (e.g., IP addresses, geographic location, home address, email, dates of 
appointments etc.) is collected from/by such applications or platforms and for what purpose. 

 Identify exactly what specific data is being/has been transmitted to third-party data tracking 
technology vendor(s)/suppliers in connection with such data collection. 

 Identify the date(s) on which each third-party data tracking technology vendor or supplier of web 
tracking services was first contracted/engaged by CE. 

 Locate copies of each applicable service agreement(s) and HIPAA BAAs in place with third-party 
data tracking technology vendor(s) or supplier(s).

 Locate a copy of CE’s Security Evaluation completed after third-party data tracking technology was 
implemented/enabled.

 Determine specifically whether any data collected/disclosed through third-party data tracking 
technology (such as Google Analytics or Meta/Facebook Pixel) included PHI. 
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Checklist: Assess & Respond
Security Incident or Breach? 

 If PHI was collected and disclosed through third-party data tracking technology, assess whether the 
disclosure constitute(s) a Security Incident or Breach of Unsecured PHI.  

 Complete a HIPAA Breach Risk Assessment for every instance where unencrypted PHI was disclosed 
in an unauthorized manner due to implemented or enabled online tracking technologies which CE has 
discovered. 

 Be prepared to describe/provide evidence of CE’s investigation and, if applicable, discovery of and 
response to any Security Incident/Breach of Unsecured PHI to third-party data tracking technology 
vendors/suppliers, including investigative report, “Breach Risk Assessment,” and corroborating 
documentation, such as access/activity logs, external investigative reports, forensic evaluations, 
reports from law enforcement, etc. Assess any state breach notification obligations which may be 
triggered in connection with the unauthorized disclosure of PHI. 

 If a Breach of Unsecured PHI has occurred as a result of disclosure of PHI to third-party data tracking 
technology vendors or suppliers utilized by Covered Entity, prepare, issue and document any Breach 
Notifications in consultation with insurance and legal counsel to affected individuals and other 
required entities to the extent required by 45 C.F.R. §§ 164.404, 164.406 and 164.408.

 Be prepared to describe and provide evidence of corrective/mitigating actions taken in response to 
any Breach of PHI involving third-party data tracking technology vendors or suppliers of web tracking 
services (removal/disabling of tracking technologies, sanctions, revision of technical safeguards, 
policies or procedures, new policies/procedures, BAAs, termination of vendor, etc.
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Checklist: Assess & Respond
Security Incident or Breach? (con’t)

 Be prepared to provide a sample copy of any Breach Notification 
letter(s) issued to affected individuals regarding the incident, including 
dates of notification.

 Be prepared to provide supporting documentation demonstrating that CE 
provided Notice to prominent media outlet(s) serving applicable 
State(s) or jurisdiction(s), if required.  

 Be prepared to provide supporting documentation demonstrating that CE 
provided Notice to HHS, as required by §164.408.

 If CE did not issue notifications of the Breach(es), be prepared to provide 
supporting documentation of a Breach Risk Assessment completed in 
accordance with the Breach Notification Rule that concluded a Breach of 
Unsecured PHI was not likely to have occurred. 
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Checklist: Additional Considerations

 Identify and document the Security Official responsible for development/implementation of 
CE’s policies/procedures required by the HIPAA Security Rule, and the date individual was 
designated.  

 Describe and provide evidence of any mechanism CE has in place to encrypt and decrypt ePHI. 
Describe whether CE encrypts data at-rest and in-transit for web application(s), and include 
the date such encryption was implemented. If CE does not employ encryption methods for ePHI, 
provide dated documentation supporting equivalent alternative safeguards. 

 Describe the Security Awareness and Training program implemented by CE.

 Documentation relating to CE’s Security Incident procedures, response and reporting 
policies, and the policies it implements to prevent, detect, contain, and correct security 
violations. 

 Identify CE’s most recent Risk Analysis, as well as a copy of all Risk Analyses performed for 
or by Covered Entity within the past 6 years.  

 Documentation demonstrating CE’s current policy/ies regarding uses and disclosures of PHI 
related to development and maintenance of websites, social media pages (e.g., 
FaceBook), patient portals, and other web-based platforms in compliance with the HIPAA 
Privacy Rule. 
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Checklist: Mitigation

 HIPAA BAA is in place with the tracking technology vendor/supplier IF CE requires the data collected 

for its own Health Care Operation purposes. 

 Require vendor/supplier remove or disable the tracking technology. 

 If vendor/supplier unable to remove or disable the tracking technology, and will not sign a HIPAA BAA 

(or not appropriate i.e., not a business associate) consider the following options:

 If feasible, encrypt all ePHI before it can be collected by the tracking technology.

 Implement a “pop-up” screen requesting the user of any CE application or platform to digitally 

execute a fully compliant HIPAA-compliant Authorization.

❑ Terminate CE’s arrangement with a vendor/supplier if HIPAA BAA cannot be put in place, the tracking 

technology cannot be removed/disabled, ePHI cannot be encrypted and/or a HIPAA Authorization 

cannot be obtained in advance for the disclosures and purposes needed. 

 Polices to address tracking technologies: (1) Development and maintenance of websites, social media 

pages (e.g., Facebook), patient portals and other web-based platforms in compliance with the HIPAA 

Privacy Rule, which includes steps CE takes to manage online tracking technologies in connection 

therewith; (2) Uses & Disclosures of PHI for Health Care Operations/Marketing/HIPAA Authorizations; 

(3) Uses & Disclosures to Business Associates pursuant to BA Contracts

 Retrain workforce members 
 Apply sanctions
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Be Proactive! Take Action!

▪ Assemble a “Task Force Team”
▪ IT Support
▪ HIPAA Security Officer
▪ Compliance
▪ Vendor Representative

▪ Assess (it’s not just Meta Pixel)
▪ Websites; FB Page; EMR Patient Portals; Mobile Applications
▪ Google Analytics; Metal Pixel; other applications
▪ Contract terms

▪ Address
▪ Reconfigure
▪ Disable
▪ Terminate
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Compliance Checklist

www.legalhie.com/membership 

http://www.legalhie.com/membership


Questions?

Helen Oscislawski, Esq.
Principal, Attorneys at Oscislawski LLC

helen@oscislaw.com
609-835-0833

mailto:helen@oscislaw.com


Need sample policies, tools and checklists 
to help your organization comply with 

Information Blocking Rules?
  

visit
 www.legalhie.com/membership

Use Discount Code NJHAJULY23 for a $250 discount 
on a Bronze, Silver or Gold Organizational Plan 

subscription to access our compliance library! 
EXPIRES  December 31, 2023.

http://www.legalhie.com/membership
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